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NR KPP Compliance StatementNR KPP Compliance Statement

Net Ready KPP Threshold (T) Objective (O)

Net-Ready: The system must 
provide survivable, interoperable, 
and operationally effective 
information exchanges to execute 
operational activities in support of 
Net-Centric military operations.

The system must support execution 
of the threshold critical mission 
threads identified in the system’s 
integrated architecture products 
(DODAF) and satisfy the technical 
requirements for Net-Centric military 
operations to include
1) DISR mandated GIG IT standards 
identified in the TV-1,
2) DISR mandated GIG KIPs
identified in the KIP declaration 
table,
3) NCOW RM Services identified in 
the OV-5, 
4) Information assurance 
requirements including policy-
enforcement controls, data 
correctness, availability, and 
issuance of an Interim Approval to 
Operate (IATO) by the Designated 
Approval Authority (DAA), and
5) Operationally effective system 
data exchanges; and mission critical 
performance and information 
assurance attributes
identified in the SV-6.

The system must support execution 
of all mission threads identified in 
the system’s integrated architecture 
products and satisfy the technical 
requirements for transition to Net-
Centric military operations to 
include
1) DISR mandated GIG IT standards 
identified in the TV-1, 
2) DISR mandated GIG KIPs
identified in the KIP declaration 
table,
3) NCOW RM Services identified in 
the OV-5,
4) Information assurance 
requirements including policy-
enforcement controls, data 
correctness, availability, and 
issuance of an Approval to Operate 
(ATO) by the Designated Approval 
Authority (DAA), and
5) Operationally effective system 
data exchanges; and mission critical 
performance and information 
assurance attributes
identified in the SV-6.
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Net Ready KPP ComponentsNet Ready KPP Components

1. Net Centric Operations and Warfare 

Reference Model

(NCOW RM) Compliance

2. Supporting Integrated Architecture Products

3. Key Interface Profiles (KIPs) Compliance

4. Information Assurance (IA) Accreditation

Connects requirements for capabilities to acquisition of capabilitiesConnects requirements for capabilities to acquisition of capabilities
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Net Centric Operations & Warfare Net Centric Operations & Warfare 
ReferenceReference

Model (NCOW RM) ComplianceModel (NCOW RM) Compliance

Provides common net centric architectural constructs congruent with the DODAF/JTA/DISR.
Establishes a common language and taxonomy for NCOW concepts.
Demonstrates and promotes the TPPU Vision – (Task, Post, Process, Use)
Defines the core IT standards required for net-centricity – many web-based: e.g., WSDL, SOAP,
UDDI, MPLS, IPv6, IPSP

NCOW RM Content:

•Ops Concept Graphics

• Integrated Dictionary 

• Activity Models with Node 
Trees 

• Standards Technology 
Forecast  
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NCOW Reference ModelNCOW Reference Model
Transition StrategyTransition Strategy

– Language/taxonomy
– Net-centric Enterprise Services Architecture Strategy
– Net-centric Data Strategy
– Net-centric Information Assurance Strategy

Net-centric Constructs
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NET-CENTRIC OPERATIONS AND WARFARE REFERENCE MODEL

1
Interact with Net-

Centric Information 
Environment

Activities 
conducted by 

users to access 
the GIG and use 

the various 
services and 
capabilities 

provided within 
the GIG

The interface to 
the GIG 

employed by
all user 

architectures

5
Manage Net-

Centric Information 
Environment

Management of 
GIG Capabilities 

including
Information 
Transport

Activities 
performed within 

the GIG to provide 
management of 
the Net-Centric 
Environment

3
Provide Net-Centric  

Services

Infrastructure 
Provided Services 

and
Community of 
Interest (COI) 

Supplied Services
Activities are 

performed within 
the GIG to provide

enterprise 
services, 

capabilities, and 
environment 

controls

2
Perform Net-

Centric User/Entity 
Services

Activities are 
performed within 
the GIG to invoke 

appropriate 
services and 

provide intelligent 
assistance to the 

users

Provide Net-Centric Information Environment

4
Resource Service 

Requests

Activities 
conducted  to 

provision
infrastructure 

resources for the 
requested 
services
Provide 

resources, I.e., 
processors, 

memory, 
bandwidth, etc.

Net Centric Operations & Warfare Net Centric Operations & Warfare 
ReferenceReference

Model (NCOW RM) ComplianceModel (NCOW RM) Compliance

The Standard for Describing Net CentricityThe Standard for Describing Net Centricity
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Reference Model ActivityReference Model Activity
DecompositionDecomposition

“Provide Net-Centric Info Environment”

Resource
Service Requests

Interact With 
Net-Centric
Information

Environment Perform
Net-Centric

User/Entity Services

Provide
Net-Centric

Services

Manage Net-Centric
Info Environment

Resource
Service

Requests
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Risk-Managed Net-Centric 
Information Environment

Assured Interaction With N-C 
Information Environment

Provisioning & Managing the N-C
Information Environment

A0 - Provide Net-Centric Information Environment

A5 Manage Net-Centric 
Information Environment

A3 Provide Net-
Centric Services

A1 Interact with Net-
Centric Services

A53 - Manage 
Core 
Enterprise 
Services

A55 - Manage 
Cryptographic Services 
Infrastructure

A54 - Manage 
Accounts

A11 - Request Access to 
the Information 
Environment

A12 - Request Services/ 
Functional Capabilities

A16  - Request 
Collaboration Services

A17 - Request COI 
Services

A33 - Perform 
Environment 
Control 
Services

A57 - Manage 
Response Activity

A56 - Manage 
Monitoring Activity

A52- Manage 
System & Network
Configurations

A15 - Get 
Information/Objects

A14 - Provide Info/Objects 
to the Information 
Environment

A31- Provide 
Core Services

A2 Perform Net-
Centric 
User/Entity Services

A21 
Evaluate/Ingest 
Inputs
A22 -Assist 
User/ Entity

A23 - Invoke Net-
Centric 
Capabilities/ 
Services

A13 - Create/Maintain 
User/ Entity Profile

A51- Develop 
Information 
Environment 
Capabilities

A4 Resource 
Service 
Requests

A42 - Provide 
Communications 
Resources

A41- Provide 
Computing 
Resources

A43 - Provide 
Media Resources

“Capability” Interface
(where ERP capabilities 
become visible to users)

A32 -
Provide 
COI ServicesA32-ERP-A1 -

Logistics A32-ERP-A2  -
Financial Management

A32 -ERP-A3 - Work 
Force Management

A32 -ERP-A4 -
Infrastructures & Facilities 
Management

ERP (COI) Application 
Service Modules

A32 -ERP-A5 - Program/ 
Project Management
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NCOW RM ComplianceNCOW RM Compliance

All DoD architectures are expected to comply and 
conform to the NCOW RM by:
– Using common NCOW RM definitions and vocabulary
– Incorporating the capabilities and services described in 

the NCOW RM
– Incorporating the IT/NSS standards identified in the 

NCOW RM 
This supports Compliance and conformance with 

the GIG translates to satisfying the requirements 
of the following  products:
– DoD Architecture Framework (DoDAF) 
– DISR 
– GIG Enterprise Services (GIG ES) Capability 

Development Document (CDD)
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NCOW REFERENCE MODEL NCOW REFERENCE MODEL 
VERSION 1.1VERSION 1.1

COMPLIANCE ASSESSMENT METHODOLOGYCOMPLIANCE ASSESSMENT METHODOLOGY

Section 8.2 (draft) Acquisition Series Guidebook; Reference Model 
Methodology

Review capability and requirements documents, including architectures 
and architecture products.

Determine conformance to applicable NCOW Reference Model:

– Net-Centric Concepts

– Net-Centric Processes

– Net-Centric Services

– Net-Centric Standards

– Net-Centric Language and Taxonomy

Provide Assessment Report.
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NCOW REFERENCE MODEL VERSION 1.1NCOW REFERENCE MODEL VERSION 1.1
COMPLIANCE ASSESSMENT METHODOLOGYCOMPLIANCE ASSESSMENT METHODOLOGY

Net-Centric Concepts

NET-CENTRIC ASSESSMENT 
AREA

Net-Centric Language and Taxonomy

Net-Centric Processes

Net-Centric Services

Net-Centric Standards

AV-1 OV-1 OV-5 SV-1 SV-5 TV-1OV-6C

ARCHITECTURE PRODUCT REVIEW AND ANALYSIS

AV-2
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THE GLOBAL INFORMATION GRIDTHE GLOBAL INFORMATION GRID
THE DOD ENTERPRISE ARCHITECTURETHE DOD ENTERPRISE ARCHITECTURE

The DoD Baseline
IT Architecture

A description of
the current IT
environment

The DoD Objective
IT Architecture

A description of
the future Net-Centric

environment 

GIG
Architecture
Version 1.0

NCOW
Reference

Model

The means and mechanisms
to move from the current

IT environment to the future
Net-Centric environment

Net-Centric Concepts,
Language, and Taxonomy

The guide for building
Net-Centric architectures

in the Department

GIG
Architecture
Version 2.0
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NCOW RM Compliance StatementNCOW RM Compliance Statement

• IAW CJCSI 6212.01C, this program will comply 
with the taxonomy and lexicon of NCOW 
concepts and terms, and architectural 
descriptions of NCOW concepts.  It will also 
comply with the NCOW RM activities, services 
and standards required to establish, use, operate, 
and manage the net-centric enterprise 
information environment to include: the generic 
user-interface, the intelligent-assistant 
capabilities, the net-centric service capabilities 
(core services, Community of Interest (COI) 
services, and environment control services), and 
the enterprise management components. 
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Net Ready KPP ComponentsNet Ready KPP Components

2. Integrated Architecture 
Products

Operational
View

Technical
View

System
View

Identifies Participant Relationships
& Information Needs

Prescribes Standards & ConventionsRelates Capabilities and Characteristics 
to Operational Requirements
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Linking ArchitecturesLinking Architectures

LANGUAGE
Descriptors:  DoDAF, CADM, JTA

REFERENCE MODELS
Normalizing Functions

ARCHITECTURE DESCRIPTIONS
Integrated/Linked
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THE GLOBAL INFORMATION GRIDTHE GLOBAL INFORMATION GRID
ARCHITECTURES AND ARCHITECTURES AND 

DECISIONDECISION--MAKING PROCESSESMAKING PROCESSES

IT Architectures
are required and 

essential parts of each 
decision-making process

Interoperability
And

Supportability

BUILD
DODD 7045.14,

DODI 7045.7

BUILD
DODD 5000.1,
DODI 5000.2

NET
DODD 4630.5, DODI 4630.8, CJCSI 6212.01C

Assess and Certify System Interoperability

Planning
Programming

Budgeting
Execution

(PPBE)

Defense
Acquisition

Joint
Capabilities

Integration and
Development

(JCIDS)

Acquire and Equip
the Force and

Force Capabilities

Allocate Resources for
the Force and

Force Capabilities

Define the Force and
Force Capabilities

DEFINE
CJCSI 3170.01C, CJCSM 3170.01

<<Net-centric Assessment 
Process >>
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THE GLOBAL INFORMATION GRIDTHE GLOBAL INFORMATION GRID
ARCHITECTURES AND ARCHITECTURES AND 

DECISIONDECISION--MAKING PROCESSESMAKING PROCESSES

C

NR
KPP

NR
KPP

OV-1

JCIDS ANALYSIS
[FAA, FNA, FSA]

Integrated
ArchitecturesJOCs JFCs

JOpsC

Task Analyses and Capability Assessments

Analysis of Materiel Approaches

AV-1
OV-2
OV-4
OV-5
OV-6C
SV-4
SV-5
SV-6
TV-1 2

AV-1
AV-2 1
OV-1
OV-2
OV-4
OV-5
OV-6C
SV-1
SV-4
SV-5
SV-6
TV-1

AV-1
OV-2
OV-4
OV-5
OV-6C
SV-4
SV-5
SV-6
TV-1 3

AV-1
AV-2 1
OV-1
OV-2
OV-4
OV-5
OV-6C
SV-1
SV-4
SV-5
SV-6
TV-1

AICD BCDD CPDISP ISP

AV-1
OV-2
OV-4
OV-5
OV-6C

SV-4
SV-5
SV-6
TV-1

AV-1
OV-2
OV-4
OV-5
OV-6C

SV-4
SV-5
SV-6
TV-1

REFERENCES:
DODD 5000.1, DODI 5000.2, DODD 4630.5,
DODI 4630.8, CJCSM 3170.01D,
CJCSI 3170.01A, CJCSI 6212.01C

NOTES:
1 – Acronym List
2 – Initial IT Standards Profile
3 – Final IT Standards Profile 

Refine
Analysis

Refine
Analysis
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Where Integrated Architecture Where Integrated Architecture ““FitsFits””
Relationships Between Architecture Relationships Between Architecture 

and and 
Systems EngineeringSystems Engineering

Integrated Architecture

Systems Engineering
Architecture 

& 
Systems 

Engineering 
Overlap
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Integrated Architecture ViewsIntegrated Architecture Views
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Activity Based ModelingActivity Based Modeling

Source:  Steve Ring, MITRE Corp, supporting OASD/NII
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Integrated Architecture ProductsIntegrated Architecture Products

Developed IAW DODAF V1.0

Contain operational, systems and technical view 
products

Reflect Information Needs, Timeliness, Assurance 
Requirements 

Are Net enabled

TV-1 Standards IAW DISR

Facilitate:
-- First order analysis - identifying capability gaps, shortfalls and 

duplications.  
-- Second order analysis - identifies interoperability requirements.
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JCIDS/NRJCIDS/NR--KPP/ISP Required KPP/ISP Required 
Integrated Architecture ProductsIntegrated Architecture Products
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Integrated Architecture ProductsIntegrated Architecture Products

D
O
C
U
M
E
N
T

REQUIRED ARCHITECTURE PRODUCTS
(initial developmental architecture products are acceptable in the CDD as long as the 

minimum info is available, must be detailed by CPD) N
C
O
W  
R
M

K
I
P

C
O
M
P
L
I
A
N
C
E

I
A

C
O
M
P
L
I
A
N
C
E

A
V
1

O
V
1

O
V
2

O
V
3

O
V
4

O
V
5

O
V
6
C

O
V
7

S
V
1

S
V
4

S
V
5

S
V
6

S
V
1
1

T
V
1

T
V
2

I
C
D

X

C
D
D

X X N/
A X X X X X X X X X X

C
P
D

X X N/
A X X X X X X X X X X

I
S
P

X X X X X X X X X X X X X X

X

X

XX

XX

XX

X

.
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Primary Resources Used Primary Resources Used 
Throughout the ArchitectureThroughout the Architecture
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Relationships Between ProductsRelationships Between Products
(Operational Views)(Operational Views)
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Op NodeOp Node
Operational

Activity
InfoInfo InfoInfo

Sys NodeSys Node
System

Function
DataData DataData

Role Role SystemSystem

Org Unit Role SystemOrg Unit Org Unit Role Role SystemSystem

Org 
Unit
Org 
Unit

OV-4

Foundation of a Foundation of a DoDAFDoDAF Integrated Integrated 
Architecture:  Triple 3Architecture:  Triple 3--way Association way Association 

of Core Entitiesof Core Entities

ProducedConsumed

Activity Op Node RoleActivity Activity Op Node Op Node RoleRole

Op Node Op Node RoleRoleRole Role ActivityActivity

Op 
Node
Op 

Node

OV-2

ActivityActivity
OV-5

Op Node Op Node ActivityActivity

RoleRole
OV-4

InfoInfo
OV-5

ProducedConsumed

Function Sys Node SystemFunction Function Sys Node Sys Node SystemSystem

Sys Node Sys Node SystemSystem

FunctionFunction
SV-4

Sys 
Node
Sys 

Node

System System FunctionFunction

SV-1

Sys Node Sys Node FunctionFunction

SystemSystem
SV-7

DataData
SV-4

SV-5SVSV--55

CoreCore EntitiesEntities
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SupportsSupportsSupports

DoDAFDoDAF Architecture Data RelationshipArchitecture Data Relationship

SupportsSupportsSupports

SupportsSupportsSupportsPerformed 
At

Performed Performed 
AtAt

Performed 
At

Performed Performed 
AtAt

Located
At

LocatedLocated
AtAt

Located
At

LocatedLocated
AtAt

PerformsPerformsPerforms PerformsPerformsPerforms
SupportsSupportsSupports

Consists
Of

ConsistsConsists
OfOf

Consists
Of

ConsistsConsists
OfOf

FunctionFunction Sys 
Node
Sys 

Node
Op 

Node
Op 

Node ActivityActivity

InfoInfo DataData

RoleRole SystemSystem

Org 
Unit
Org 
Unit
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Op Nodes

O
p 

A
ct

iv
it

ie
s

Manual 3-way 
Associations

Manual 3Manual 3--way way 
AssociationsAssociations

RoleRole

RoleRole

Op 
Node
Op 

Node ActivityActivity

RoleRole

Info
Exchange

Info
Exchange

Render 
Information
Exchanges 

Render Render 
InformationInformation
Exchanges Exchanges 

Auto form 3-way 
associations 

Auto form 3Auto form 3--way way 
associations associations 

NodeA
“Act1~RoleX”

NodeANodeA
““Act1~RoleX””

RoleX
“NodeA~Act1”

Act1
“NodeA~RoleX”

Act1
“NodeA~RoleX”

OVOV--22

OVOV--22

Need 
Line

Need 
Line

Complete OV-2Complete OVComplete OV--22 Generate OV-3Generate OVGenerate OV--33

AutomationAutomationAutomation

Steps to an Integrated OperationalSteps to an Integrated Operational
Architecture Architecture -- DetailedDetailed

OVOV--55

Ops
Node
Ops

Node RoleRoleActivityActivity InfoInfo

OVOV--2 2 
NodesNodes

OVOV--4 4 
RolesRoles

Data EntryData EntryData Entry
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Sys Nodes

Sy
s 

Fu
nc

ti
on

s SystemSystem
Manual 3-way 
Associations

Manual 3Manual 3--way way 
AssociationsAssociations

SystemSystem

System
System

FunctionFunction Sys
Node
Sys

Node

SystemSystem

Complete SV-1Complete SVComplete SV--11

InterfaceInterface
Auto form 3-way 

associations 
Auto form 3Auto form 3--way way 

associations associations 

NodeA
“Func1~SysX”

NodeANodeA
““Func1Func1~SysX””

SysX
“NodeA~Func1”

Func1
“NodeA~SysX”

Func1
“NodeA~SysX”

AutomationAutomationAutomation

Data
Exchange

Data
Exchange

Render 
System Data
Exchanges 

Render Render 
System DataSystem Data
Exchanges Exchanges Generate SV-6Generate SVGenerate SV--66

SVSV--66

Steps to an Integrated SystemsSteps to an Integrated Systems
Architecture Architecture -- DetailedDetailed

SVSV--7 Systems7 Systems

SVSV--44

SVSV--1 1 
NodesNodes

Data 
Entry
Data Data 
EntryEntry

System
Node

System
Node SystemSystemSystem FunctionSystem Function DataData
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Operational Scenario Operational Scenario 
From CVFrom CV--22 COE22 COE
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OVOV--05 Perform Vertical Lift Support05 Perform Vertical Lift Support
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OVOV--05 NT Perform Vertical Lift Support05 NT Perform Vertical Lift Support
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Perform Vertical Lift SupportPerform Vertical Lift Support
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OVOV--02 V02 V--2222
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Association of OVAssociation of OV--2 Op Nodes 2 Op Nodes 
to OVto OV--5 Activities5 Activities
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OVOV--02, OV02, OV--3 V3 V--22 Traceability22 Traceability
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OVOV--06c V06c V--2222
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SVSV--5: Linking SV4 to OV5: Linking SV4 to OV--55
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SVSV--04 Support Vertical Lift Missions04 Support Vertical Lift Missions
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SVSV--04 FD V04 FD V--2222
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Developing the SVDeveloping the SV--66……
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Developing the SVDeveloping the SV--66……
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SVSV--66
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TVTV--1 Technical Standards Profile1 Technical Standards Profile
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KIP DefinitionKIP Definition

Key    Interface     Profile

• Rules and technical IT 
parameters with which the 
consumer of a service must 
comply at the interconnectivity 
point

• If there are multiple providers of 
the service, they must each use 
the same technical parameters 
at the interconnectivity point

• DoDR 5000.2 mandates the 
development and vetting of 
standards profiles as part of the 
DoD Acquisition Process

• Standards profiles may be lists 
of standards by name and 
version, prior to becoming a 
reference implementation

• Standards profiles, prior to 
system implementation, are 
necessary but not sufficient to 
ensure interoperability

• KIPs specify the parameters of a 
standard interface that are 
mandatory for interoperability 
(Implementation Profiles)

• KIPs include reference 
implementations that 
demonstrate the instantiation of 
the standard interface

• The interface spans 
organizational boundaries

• The interface is mission critical
• The interface is difficult or 

complex to manage
• There are capability, 

interoperability, or efficiency 
issues associated with the 
interface

• The interface impacts multiple 
acquisition programs

• The interface is vulnerable or 
important from a security 
perspective

• “N-squared” set of point-to-
point interfaces already exists 
or has the potential to emerge

• The number of current and 
potential providers and/or 
consumers of the services 
offered via the interface is large

DODI 4630.8

New
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KIP Use and ResponsibilitiesKIP Use and Responsibilities

• Identify forecasted 
key interfaces in TV-2
• Plan for future use of 
key interface profiles
• Plan and program for 
testing of KIPs

• Work with DISA to 
document profiles in 
accordance with 
system development
• Work with JITC to 
identify test strategy

• Identify applicable 
KIPs
• Build system to 
profile
• Conduct standards 
conformance testing 
against profile as part 
of DT

• Adhere to enterprise 
config mgt of key 
interface
• Update profile
• Provide instantiation 
for testing (if 
necessary)

Consumer Provider

Em
er

gi
ng

M
an

da
te

d

KIP Principles
•Key interfaces are viewed from 
both the consumer and 
provider perspective

• Consumers and providers 
each have responsibilities for 
implementing KIPs

• KIP’s life cycles evolve from 
emerging to mandated just as 
DOD standards do

• KIPs are not a standards 
creation process

• KIPs are driven by real 
programs and IT initiatives
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Key Interface Profile ProductsKey Interface Profile Products

Refined Operational Views (OV)
Refined System Views (SV)
Interface Control Specifications -- Interface Control Document 

(ICD)
System-Technical View (SV-TV) Bridge
Configuration Management Plan
Procedures for Standards Conformance and Interoperability 

Testing utilizing reference implementation

• Analysis required by PM to determine applicable KIPs
• Implemented IAW profile
• Key interface validated during JITC testing

KIP ComplianceKIP Compliance
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KIP Family InterfacesKIP Family Interfaces

Appendices

UHF SATCOM
X-Band SATCOM

Teleport C-Band SATCOM
Ku-Band SATCOM
Ka-Band SATCOM
EHF/AEHF SATCOM
MUOS

Space-Terrestrial APS
GPS
EMSS
DSN
DRSN

DISN Customer DVS
DISN Network NIPRNET
Secure Enclave SIPRNET

(HAIPE) JIS/Internet
JIS GBS

IBS
JTF-to-Components Link-16

JTIDS
JTRS

JTF-to-Coalition CENTRIXS
GIG-BE
TSAT Ka
TSAT XDR+

Computing
Applications to COE

DECC
DCGS

GCSS-AF
AOC WS

NetOps
Mngt Sys to Mng Sys

Mngt Sys to Integ Mgt Sys

NetOps

Enterprise Services
NCES Increment 1

Client-Server (Svcs w/ defined
App Svr-DB Svr interfaces)
End Sys-PKI Example
IDM-Dist Infrastr Content Discovery
Info Svr-IDM Infrastr Mediation
App Svr-Shared Data Messaging

Communications
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KIP DeclarationKIP Declaration

Key Interface
Applicable

Yes/No

1. Logical Networks to DISN Transport Backbone.  Does your network connect to DISN Backbone (e.g., NIPRNET, SIPRNET, DSN, DRSN, 
DVS-G), NMCI, Tactical Internet, etc)?    

Yes

2.  Space to Terrestrial Interface. Does your system utilize or require access to DOD SATCOM programs such as DSCS, MILSTAR, FLTSAT, 
UFO, MUOS, Polar EHF, GPS, GBS, INMARSAT, Wideband Gap filler, etc?

Yes

3.  JTF to Coalition. Does your program or system interface with/connect the JTF to coalition forces? Yes

4.  JTF Component to JTF Headquarters.  Does your program or system interface/connect the JTF Component to the JTF Headquarters? Yes

5.  STEP and TELEPORT. Does your system interface with/connect with STEP/TELEPORT systems? Yes

6.  Joint Interconnection Service.  Does your organization/system connect the NIPRNET to Internet? No

7.  DISN Service Delivery Point. Does your base, camp, post, station, unit or organization/system connect to the DISN? No

8.  Secure Enclave Service Delivery Point. Does your system or program interface with or connect a Secure Enclave local area network to 
DISN service delivery point?

No

9.  Applications to Shared Data. Does your application require access to shared data residing in NCES/GES infrastructure? Yes

10.   Client to Server. Does your workstation, PDA, or device publish, utilize or require access to data residing in DOD/NCES/GES servers? No

11.  End System to PKI. Do your workstation, PDA, or device and applications utilize or interface with DOD PKI? No

12.  Management Systems to (integrated) Management Systems. Does your management system interface with DOD GNOSC, RNOSC?  
Includes NIPRNET NOC, GSSC, SIPRNET NOC, DSN NOC, DRSN NOC?

No

13.  IDM to Distribution Infrastructure. Does your network management system and communications system interface with/requires access to 
NCES/GES?

No

14.  Information Servers to IDM Infrastructure. Does your information server interface with NCES/GES Infrastructure? No

15.  Management Systems to Managed Systems. Does your system for personal and local computing manage the local network infrastructure 
(routers, WAPs, switches, hubs, firewalls, gateways, IDS), servers, and terminal devices (desktop computers, printers, wireless terminals?

No

16.  Application Server to Database Server. Does your web or application server require access to NCES/GES database server(s)? No

17.  Applications to NCES/GES. Does your application require access to NCES/GIG ES services? Yes
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Net Ready KPP ComponentsNet Ready KPP Components

4. Information Assurance 
Accreditation
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Data/Information:

• Availability

• Integrity

• Authentication 

• Confidentiality

• Non-repudiation

Data/Information:

• Availability

• Integrity

• Authentication 

• Confidentiality

• Non-repudiation
Validation

Verification

Post
Accreditation

* DoD Information Technology  Security Certification and  Accreditation Process

INFORMATION ASSURANCE (IA): Information Operations that protect and 
defend information and information systems by ensuring their availability, 
integrity, authentication, confidentiality, and non-repudiation.

Definition

Information Assurance AccreditationInformation Assurance Accreditation

The system must fully comply 
with DODD 8500.1 and DODI 
8500.2 and with Phase 1 
Definition of DITSCAP (DODI 
5200.40).  Provide required IA 
documentation to JS/J6I
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Information Assurance AccreditationInformation Assurance Accreditation
Flow ChartFlow Chart

Document
Mission

Need

SSAA

Registration Negotiation

Certification
Analysis

System
Development

Activity

SSAA

System
Operation

SSAA

Develop
Recommend.

Certification
Evaluation
Of Int Sys

SSAA

Accreditation
Granted

Certify
System

Change
Requested

Compliance
Validation
Required

Acceptable

Agreement

Ready 
To

Certify

Phase 1 Definition

Phase 3 Validation

Phase 2 Verification

Phase 4 Post Accreditation

Life Cycle Activity

CorrectNo Yes

YesYes

NoNoReanalysis

No

NoNo

Yes

Yes

Yes

Yes

SSAA: System Security Authorization Agreement
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Information Assurance Compliance Information Assurance Compliance 
StatementStatement

• Information assurance is an integral part of net 
readiness.  This system is currently in full 
compliance with DOD Directive 8500.1 and DOD 
Instruction 8500.2, DOD Instruction 8500.40, DODI 
5200.40, and has made the required Information 
Assurance documentation available to the Joint 
Staff J-6 for review.


